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Abstract:

The notion of a right to privacy of citizens timneir communications is discussedthe context

of an internationalmovement by governments towards regulation of cryptography, and
consideration okey forfeiture systems in nationatyptographyuse. The authors argue that
the right toprivacy in communications networks is &sue of major importance, assuring
freedom ofthe individual in national andlobal communications. Regulation and control of
cryptographyuse on the Internet by nationgbvernmentsnay lead to an imbalance in the
citizen/government power relationship, with sequelae including unprecedented surveillance of
citizens, disruption of internationeabmmercedue to lack of powerfutryptography(and lack

of standardisation), human rights abuses by lesodatic or non-democratic governments,
and limiting of the political potential of an Internet global political system.

Category: K.4.2 Social Issues [Computers ar@bciety]; K.5.2 Governmentallssues
[Computers and Society]; E.3 Data Encryption

1 Introduction

Cryptography uswvithin the Internet has the potential to reorder citizen/government
power relationships, a potential which is already attracting dlose attention of
national governments. Cryptography policy in the United States is the subj@et of
level controversy, followingthe failure of the “Clipper” initiative, where the
Government attempted to introducéey forfeiture systemThe EC hagonsidered
banning the public use of “strong” cryptograpfiye powershift initially appears to

be due to uptake by Internet users eafsy-to-use, freelyavailable, effectively
unbreakable cryptographyhe resultcompletely private domestand international
communications, with the promise &llow-on “untraceable”digital cash. In
response, governments are formulagpadjcy with an unspoken subtext, which is a
strong perceivedinterest in controlling cryptography us&he issuesare major:
economic advantageational security, and law and order.How the balance of
governmental controlandcitizens’ rights igesolved could havenportant political
and economic consequenceBhe emerging scenario appearsfatiow on from a
traditional “national” perception afryptography as a weapon to be used in times of
war, for secure communications by spiesl the military. This papevill arguethat

not onlyhascryptography moved frorthe shadowed domain of confidentidéfence
dealings into thepublic arena,but alsothat a raft ofnew issuesare involved, for
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example thenovel clashbetweenthe interests obovereign nationsand “global”
interests of the increasingly politicised Internet community.

In unravelling thecomplex issues involved in cryptography, it is helpful to look at
three separate, though related, perspectives: those aitate, the markeand the
citizens. In thisway it is possible to weigh ughe tradeoff of advantages and
disadvantages to each group. So far, the gamtHdosses tmational interestbiave
been presented by law enforcement agenciekegsmatters in discussions of
legislators in the U&nd in Europe.Howeverissues acrosthe board fromhuman
rights to smallbusiness securitare potentiallyaffected bythe attitude taken by
national legislators to cryptography.

Cryptography is central to questioabout how freghe citizens of the future are
going to be under the conditions of the future InterBetvelopment irthe United
States appears to be headiogiards a push by f@w large companies to ane-way
channel to consumers of information asc@mmodity: homeshopping, movies,
packaged information for areas such as educatiwhhealtiflJohnson 1995]. The
Internet as marketplace requiresyptography only as ameans of keeping
commercial transactions safe: it is in the area of political discuasidtheipublic
forum functionsthat theimportance of cryptography as a social ishigeomes
apparent. The Internaiffers piecemealnformation, andmay lose out tdarge
commercial information providerbecause othis. However, it already offers a
politicised environment where newsgrouasd lobby groups activelyinform the
Internet “community”. This functionmay be seen as amportant new “public
good” whichpossessegotential for a global public forum. Its point of vulnerability
in political terms isthat it operates under aystem whereinternal control is
extended only to technological structurasd necessary bureaucratic measures.
Internet users are, in fact, highly vulnerable to the placing of natiseaurity”
measures which may impact heavily on individual privacy.

Privacy of communications is not considered to be a human “right” in most countries
as, for example, it is argued imternationalforums literacy should be Auman
“right”. The Japanese constitution is unusual in guaranteeing citjzévecy of
communications (Article 21 of the Japanese Constitution statepaih “No
censorship shall be maintained, nor shall teecrecy of any means of
communication be violated”, making Japame of the few countries with
constitutional guarantees of privacyfhe authors are arguing thativacy of
communications should be assumed to Beght” of citizens, unless governments
canproduce instances in whictational interestay rationally be found to override

the “right toprivacy” of citizens. Wewvould argue thatitizens should appropriately
take a keen interest in any arguments put forward by governments to make
exceptions tdhe right toprivacy. Thetechnology otthe Internet is outstripping the
capability of ethics developed on a global basis, for example, to create a global
viewpoint on the balancebetween privacy needand national andeconomic
interests. Theutcome isthe potentiafor infringement of persongbrivacy on an
unprecedented scale, a phenomenon which should na¢wedwith complacency

in eventhe most“free” societies. Strenuous efforfgut in by nationalsecurity
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services to increase surveillance oe#izens have been documentedtime US, a
situation which has led to concern is@cietywhich considers itself to be one of the
freest inthe world. Afterall, if peopleare going to communicatand conduct
businessevery day orthe Internet, much athey used to ovethe fence or at work
down the road, they will wish to do this without eavesdropping by the
neighbourhoodbusybody. Inthe years since Orwell's “1984" was published, the
term “big brother”, representing a government which wishesntaintain total
surveillanceand control overcitizens, hasbecome amodern cliche. Thisbook
created a sense of outrage when it was published, but araawhen surveillance
techniques are beginning to approdlcbse of Orwell’s imagination, desensitised
population is failing to protect a traditional, and vital personal freedom.

The implications ofoss of communications priva@re major concernfr human
rights, for example in countries where oppressive political regimes find an interest in
maintaining thdiction that all subjectsagree with theiviews. The takeover of the
Internet, juxtaposed with a political regimatent on usingcovert surveillance
measures to monitor disseand track theactivities of people considered suspect,
could smother political dissent, a goal whiblas been aspired to many times
historically, but never before achieved. Most local area networks may be perceived as
“spy networks” in which each node watchelf the informationflowing over a
shared wireand picks out only those messagesended for itfMcLeod 1993]. It
takes only aninor modification (such as putting an ethernet card mtoniscuous
mode) to allow onemachine on the network to watdil information for all
machines on the network. Whesed in a firewall situation, a 486 R@n handle
packet filtering at full T1 bandwidth [BorderWare 1995] meartimgt a single PC
discreetly inserted anywhere alotige long linktying a geographically isolated
country like New Zealand to the rest of theorld can undetectably monitor all
Internet trafficfor the entire country. Given thlew cost involved — a one-off
investment of dew thousand dollars —and thescope ofthe possiblereturn on this
investment, it is clearly a temptation for governments to perfthim kind of
surveillance. The potentiglroblem is not isolated toppressive regimes, but is
likely to appear in a different (illegal) form in traditional democraciebgere
citizens traditionally place high value on privacyThe implications arevider than
someone being annoydtiat their financialstatus haseen leaked to a wider
audiencethanthey wouldlike, or thatthey appear on a consumargiling list they
don't want to be on. The implicationkr the less secure democracies are
considerably more sinister.

1.1 Data Security

Datasecurity without “strong” cryptography is problematrd theUnited States,
playing from a position of strength in the areacojptography development, is
providing an example of a country which is strongly favouringétseived interests
as a national government, but not entirely atekgense of refusing to listen to the
concerns of its citizens. Thus in the United Stategtography is classed as
munitions and hardware software implementatiorasre notallowed to be exported
[Department of Commerce 198[Roberts 1988]Department of State 1989NAP
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1991] [Root 1991] [Department of State 199/Relyea1994]. However, “strong”
cryptography and Public Key Cryptography (PKC) is available for use within the US,
and in avery restrictedmanner,for communications to US interests outside the
country.

With the development of public awarenessinéidebate on government surveillance
measures in th&)S, we seehe emergence of a more mature understanding of the
significance of cryptographyHowever, despitesignificant victories for the
“electronic civil rights” lobby, the issuemains unresolved, with a centigsdue of a

key forfeiture systentlfis term is used instead of the alternatkey escrow’ since itmore
accurately describethe act ofinvoluntarily surrenduringorivacy safeguards to aexternal
agency) still being pushed by US Government agencies. ddweert regulation of
encryption by governmenthas generally been more comprehensigad more
successfuthanany overt regulationThis covertregulation takes the form of patent
secrecyorders on cryptographic patents, the cutifigof funding for research into
promising areas of encryption technologile discouragment of standardisation
attempts for encryption systemand documented harassment of providers of
encryption technology aimed at ensuring they stdineawith governmenthinking.
Americans, with a traditionally strong interest in protecting individual freedom, are
confidently attempting to create a balanbetweenthe rights of the citizens to
privacy and thecontrol of terrorists, drug dealersnd so onHow the USdecides
these issues may be a useful lesson to other nations.

It is by no means certain the Americpeople will toleratehe imposition of a key
forfeiture systemand in theabsence ofthis policy in the US itmay be viewed as a
very risky venture in terms of democratic politics for any othation. That it is
being seriously considered in legislaturesfas apart as Australia anBurope
indicates the extent of misunderstanding of tmgptography phenomenon (an
example of thisvasillustrated by a recent call in the German parlianfen&a ban
on encryption devicetargeted at théevel of encryption technology which existed
beforethe secondvorld war [Schroeder 1995]The two methods which havbeen
suggested to dateéey forfeiture and weak encryptionare deeply flawed. Both
schemes appear to negate moghefprotection gained by encryption. The first, key
forfeiture, requires trusted agenciwbo will hold thekeys. Todate no acceptable
agents have been fourithe mainreason fotthis is thesomewhat dismal record of
existing government agencies which hold records on citizens. For example, the
General Accountingdffice (GAO) has statedhat theFBI's computerizedNational
Criminal Information Center (NCIC)established in 1967, is “routinely” used for
unauthorized purposes by federal, stated local agencies [McPartlin 1993]
[Madsen 1993a].

In SanJose, inthe US, it is claimed police officers have sdliformation on
individuals obtained from the mammot@riminal Justice InformationSystem
system for$25 per report [Mercurilews1993]. The situation is little betteutside

the US. Inthe UK, many banks allow tellers to access any customer account; the
information is then sold to anyone willing to pay for it [Luck and Burns 1994].
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In Australia, theNew South Wales Independent Commission Against Corruption
(ICAC), conducting an investigation into allegations of widespread unauthorised
access topersonal datafound that informationfrom a variety of State and
Commonwealth government sourcasd theprivate sectorhad been freely and
regularly soldandexchanged for many yearBhe organisationswvolved comprised

a virtual who's who of Australian banksand insurancecompanies, as well as
Australian Customs, Australia Post, the Department of Immigration, the Department
of Motor Transport, the Department ddocial Security,the Police, Telecom
Australia, andvarious local councileind othergovernmentbodies[Clarke 1992].

The commission concludebat “.. amassive illicit trade in government information

... hasbeen conducted witapparent disregartbr privacy considerationsand a
disturbing indifference to concepts of integrity and propriety ... Lawvegegulations
designed to protect confidentiality have been ignoredEven wherecriminal
sanctions existed] information. hasbeen freelytraded”. In light of such reports,
public confidence irkey foreiture systems is likely to bguite properlylow — as

one writerwas moved t@womment, “trusting the government wiglour privacy is

like having a peeping tom install your window blinds” [Barlow 1994].

An alternativekey forfeiture proposal involving non-government agendias run

into similar problems. For example Bankers Trust, one of the organizations in
favour of key forfeiture and who would like tobecomecommercialkey escrow
agents, have recentheen accused of massive fraaid corruption — with 6,500
tapesand 300,000 pages of written material agidence [Business Weeko95].
Even taking the ultimatstep of using the military asscrowagents is problematic
because othe long history of cryptographic equipmeautd keys — exactly the
material which is meant to be kept secrekéy escrow —being leaked to outsiders,
often fortrifling rewards [Allenand Polmarl988] [Polmarand Allen1989] [Blum
1987] [Barron 1987]

The second of thewo methods, weak encryption, is equally problemakite main
objection tothis means o&ncryption regulation ishat any encryption capable of
being broken by the governmentagually capable of being broken by any other
government, or by large corporations, or organized crime, or a drug cagegroa
student withaccess to somspare computing time. The larggmiblicly admitted
application of computingower to cryptanalysis wake factorization oRSA-129, a
part of the 1977/RSA Challenge [Atkins et al 1994]. Thisffort consumed 5000
MIPS-years of computing power over a period ah8nths (it is estimatethat the
same result could be obtained in aboquarter of the time usingsomewhat better
algorithm [Lenstra and Lenstrd993]). With a little added financial incentive,
specialised hardwarean be obtained tepeed upthe task(for example an add-on
card for AT-class PC capable of giving it a multiprecisiomath performance
somewhat bettethan afour-processor Cray XMP cost abdb4,500 in mid 1992
[DubnerandDubner 1992]). Th&RSA-129 effort, carried out on a purely volunteer
basis mostly bgtudents, is morthanmany governments would vlling, or even
able, to commit towards breaking an encryption scherhés problem is further
complicated bythe steady advance of available computing power. Encryption which
is rated asweak” today will be classed dtaughable” in afew years time when
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more powerful computersecomeavailable (ithasbeen postulatethat theeasiest
way to break an encryption schenrequiring the investment of 3@ears of
computing time is to do nothinfpr 29 yearsthen break it in 1 yeawsing the
computers available d@hat time).Since secrets worth encrypting will often need to
be kept confidential for years, even decades, it seems futile emtrprotect them
with a scheme which will be brokemithin the useful lifetime ofthe secret they are
meant to keep.

Banksand similar organisationalready send huge amounts of dateentrypted
form over electronic networks. Providitige ability to decrypt sucldata is aropen
ticket to commit financial fraudand both weak encryptiorand key forfeiture
encryption open electronic commerce systemsfrémid. The same applies to
electronic payment systems, whéene use ofthis form of encryption is roughly the
same as giving an attacker a blank cheque which castbppedandwhich has no
withdrawal limit — once a secrekey is compromised, there is mvay to “un-
compromise”it, leading tofew limits on potential fraud. Similarly, industrial
espionage is already big businessl will only get bigger,and withbigger rewards
come biggertemptations, sdhat attackers with theability to decrypt sensitive
communicationsand stored dataare avery real threat andsecurity liability for
companies. The potentiédr damage isot limited only to financial andbusiness
information, but extends also to areas such as mediwdlpersonal data. For
example, UK doctorguard their patients medicaécords withsome care, and
recently refused tgut them online in unencrypted form a&s called for in a
national planWeak or key-forfeiture encryption would allow medical records to be
accessed withouhe permission oknowledge of both doctorand patients, raising
serious privacy concerns.

1.2 Political Implications
What are the reasons for the chaotic international situation regarding cryptography?

Democracy, shown to be a relatively fragidstitution with a history obnly a few
centuries, mayot have the legadnd political structures in place toopewith the
massive changes to information transfer which will result frira Internet
becomingthe new universal means of conductitgiman affairs, business, and
personal, angolitical communications. Theryptography issue is a primary case in
point. Citizens are required tmpewith a new perception of cryptograptgrmerly
the domain ofdefence egg-headsnd highlyclassified usage in times of war or
national danger. The risk is thptiblic opinion, an importanpart of democratic
structures,may not “operate” in the area ofryptography, because of public
ignorance or a tradition of entrusting “military” matters to governments. Yet, if the
governmentsnove to composkegislation protecting “nationaecurity interests”, or
promoting furtherconvenience or power itheir own operation, they matyip over
major emotional values dheir citizenry:thosepertaining to individuafreedom.
These values mayot be articulated by a majority tiie population, but wilshow
themselves whethe invisible “line” iscrossed. A conflict already existetween
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users of cryptographylemandingcomplete freedom of usegnd the pragmatic
following of economic and security agendas by governments.

In terms of the argument relating ¢oyptography, governments should petceive
citizens as merely the geograpldollection of peopleunder their governmental
control. While devolving state functions, limiting thewer of labouunions, and so

on may have modified aumber of traditionapathways for influences on state
policy, other loyalties and ties have developed. One of thesethe feeling of
“community” Internet users have®wardsthe Internet. To limiteffective use of the
Internet by restrictingaccess to cryptographic techniques, or by blocking the
development of globastandards, governments risbllectively offending users of
the global Internet, on the grounds &¥ss of individual privacyand datasecurity,
and on grounds of inhibiting global commerce.

The issue, as yet something of a “sleeper” outgiddnternet, idikely to develop as

the Internetcommunity gains some control over some ohe more high-profile
problems such as hacking and material considered har@rfyptography regulation
may increasingly be seen Imational governments as a means to control the new
medium, as the Internet takes on itsvn identity in the area of mass
communications, discussion forurasd informatiorsystemsand digitalcommerce
and digital cashmove past the experimental phase. At this point, dffects of
government regulation of cryptography use wécome evident tthe citizens, as a
major control on their personfitedomsand privacy. Such regulation could also
have theflow-on effect oflimiting the potential of the Internet as the meéorsa
global political movement. How the Interretmmunity itself perceivethe potential
uses of cryptography is likely to affect how strenuously cryptography is defended by
the community, as a means of achieving indiviqualacy, establishing a digital
marketplace, and creating new political pathways via the Internet.

2. The State - National Cryptography Policies
2.1 The United States

The overt regulation of cryptography ithe US is donghrough the classing of
cryptography as munitions. Interestingly enoudle, Interneitself was created as a
munition, a “reliable means of transmissidaring events of unreliability”, more
commonly known as auclear war. Export of encryptidechnology fronthe US is
occasionally allowed folarge financial institutions which caprove it will only be
used fordata authentication purposes, or if the encryptiateldberately crippled to
make iteasy tobreak. Although the US government claithat “anyonecan apply
to export encryption technology”, nooh@sever been allowed to expaanhything
other than very weak encryption systemgit is generally acceptedthat if any
encryption technology is approved for exportthy US governmerthen it can’t be
any good. However, the converse is not true — unexportagéoisn’'t necessarily
strong).
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An example of weakened, exportable encryption technology is Netscape
Communications’ World-wideWeb browser,which generates a unique 128-bit
sessionkey for a transaction which is thensed with a fast encryptioalgorithm
known as RC4 to protedhe rest of the transaction. Tammply with US export
restrictions, Netscapeansmits 88 of the 12Bey bits ‘in the clear’ along with the
message, sthat only 40 bits ofthe sessionkey are actually kept secret. Iduly

1995, a French student used spare processing time on around 120 computers to
break an encryption challenge postedihie Internet, in 8days[Sandberg 1995]
[Arthur 1995]. The attackvas essentially “free’yusingonly idle processingme on

the machines. Thitype ofattack can be mounted using spare processing time on
machines available in universities, schools, compaargbusinesses (for example
one suggestiomas beenthe creation of an encryption-breaking screen saver for
machines runningMicrosoft Windows which recovers encryptideys when the
machine is otherwise idle).

Another attack shortly afterwardeok 32 hours, although itvas estimatedhat a
technical glitch caused it to takeice aslong as it should have (a different attack,
which takes advantage of an implementafilam in the Netscape cliensoftware
rather than theweakness othe encryption, takesbout 1 minute on a cheap
workstation). Anothetype of attack, which tests multiple sets kdys atonce, is
even faster [Collins 1995].

These successful attempts demonstita¢efuturesecurityrisk to businesses outside
the US usingweakened encryptior-loweverthe weak encryption doemake the
software acceptable tthe governments ofome countries such & ance which
normally ban encryption [DISSI 1995].

A number of attempts have been made to challéhgdJS export restrictiongoth
through attempts to change the existiagys via new legislationand in legal
challenges based onctaim that thd TAR contraveneshe First Amendment to the
Constitution, which guarantees freedom of spgichh 1986b]. So farall of these
attempts have failed, on grounds of national security interests.

2.2 France

Like the US, France defines encryptidrardware andoftware agnunitions. The
“decret du 18 avril 1939” defines eight categories of arms and munitiorisiettret
73-364 du 12 mars 1973pecifiesthat cryptography equipment belongs to the
second categorythe “decret 86-250 du 18ev 1986” extends the definition of
cryptography equipment to include softwaaged the“loi 90-1170 du 29 decembre
1990” statesthat export or use of encryption must be approvedtiyy French
government. A documentezffect of the French ban on thgse of encryption has
beenthe increasedbility of French intelligence agencies to perfoindustrial
espionage on non-French companies operating in France. Foreign companies
operating in France are required to regiksfor any encryption systems they use
“for reasons ofnational security”. The head of the French DGSE (Direction
Generale de la Securite Exterieure) secret servias publicly stated this



Shearer J., Gutmann P.: Government, Cryptography, and the Right to Privacy 121

organisation helped French companies acqower a billion dollars worth of
business deals from foreign competitorgtirs way [Hellman 1993]. To thwart this,
IBM at one stage routinelyransmittedfalse information toFrench subsidiaries
[Risks 1993].The monitoring of communications by the French government has
been going on for as long as electronic communictions haveadoeand — as long
ago as the 1860’s the US Minister to France complaihat“nothinggoes over a
French telegraph wirghat is not transmitted to thMinistry of the Interior”
[Bigelow 1909].

Admittedly, the US (and for that matter a great many other countries) arbditite

than theFrench in thigespect. For example, in the late 1970’s the CIA set up an
“Office of Intelligence Liaison” within the US Department @bmmerce to pass
information obtained by US intelligence agencies operating listening stations in
other countries on to US companies [CBC 1994]. Trhaeetwo such stations
operating inNew Zealand, one at Tangimoanarth ofFoxtonandone at Waihopai
near Blenheim. Similar listening statioalso operate in other countries, witteir
(mis)use forindustrial espionage being admitted by US intelligence agencies [Markt
& Technik 1994] or reported in the prd§&euters 1994]. Recentlihere hadeen a
scramble by US companies to take advantage of US intelligence capabilities for
industrial andeconomic espionage purpos@sder avariety of euphemistic labels
such as “strategic information acquisition” [Brod 1995]. The CIA, after restructuring
in the 1980’s, is1ow itselfentering the field, providintheir servicemnot only to US
government officials but also to organisations sucthadepartment of Agriculture

and the Federal Aviation Administration (FAA) [CIA 1994].

2.3 Russia

In contrast to the long-standing French restrictions, the Russian barseoiof
encryption was only recently introducpdoscow Times 1995]Rossiyskayasazeta
1995]. The Russian parliamemfused to pass a labanning allencryption which
was not approved byhe FederalAgency for GovernmentaCommunications and
Information (FAPSI), a department of the form€GB, so it was enforced as a
presidential decree instead. The decree instructem@mercial banks to conform to
the decree intheir dealings with the Central Bank Bfussia,and instructs the
Russian Federation Customs Committee to Han import of any“encryption
facilities” which don't have a FAPSI approved licenceHowever, the same
technology which President Yeltsin used to staffg¢he attempteatoup in 1992 is
now being used to sidestefhe ban on encryption, witmon-KGB-approved
encryption technology beinigeely available in Russia (faxample a non-approved
encryption library by one of the autharses made available by a Russian university
as this papewas beingprepared without any repercussions. As an old Russian
proverb states, “The severity of Russian laws is compensated ftineby non-
mandatoriness”). The same appears to be true in France, where indifieelsls
use encryption software such as PGP.
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2.4 Australia

In July 1995, the Australian Governmeiaistedthe waters of encryption regulation
in a curious paper which, although presented by the Assistant DifectBecurity
Management of the Australian Attorney-General’'s Departmentsesaion attended
by representatives from the AustraliBefenceSignals Directorate (DSDand the
UK Government Communications Headquarters (GCHQ),maked as being “the
views of the author and nonecessarily representirtpe views of the Australian
Government” [Orlowski 1995]. Iithis paper the author, whilepeatedly stressing
that“users will notuse cryptographic systemsless they have confidencetimem”
and that “confidence in encryption techniqueand technology is pivotal to
confidence in information infrastructureshen statesthat “I feel that theneeds of
the majority of users..can be met bjower level encryption which could withstand
a general but not sophisticated attack agatiisiThe paper did not explain how
these two views might be reconciled.

2.5 Germany

The German government also appears to be motdngrds restrictingprivacy
technology. Ondth May 1995 the German cabinpassedthe Fernmeldeanlagen
Uberwachungs-Verordnung, or telecommunications surveillance bill, which requires
that almost allcommunications carriergrovide a standardized interface athow
monitoring by government agencies. Thavers telephones, cellphones, ISDN, and
computer networks. Additional information such as call setup informatohdata
to allow tracking of cellphone users withioells has to be madavailable. Finally,
the creation of a universal database listing the users of$bhegees is requireflaz
1995] [Fox 1995]. According to a recent revisiontlod Telekommunikationsgesetz
(TKG-E, or “telecommunications law'this surveillance must bable to be carried
out in an undetectabl@anner, withonly a bareminimum amount obversightover
the surveillancerocess being allowed [FIfF 1995]. Givéimat many intelligence
agencies already have tkapability to scarvoice communications for individual
voicesand keywords (forexample [CSE 1993]) usintgchnology which iseasily
available (see for example [Jam&895], which covers speechiecognition and
automatic topic classification witlscanning for items matching an arbitrary
expression of the information requiremeat)d that aecent change to the German
G10 law specifically allows fothis form of scanning, there is potentifdr large-
scale automated surveillance of phone communicat{ansinvestigation arising
from a law professors complaithat thelaw was unconstitutional revealétat
currently all telex and fax transmissionsare monitored, and that voice
communications are scannémt keywords). Although employees othe German
BSI security agency have privately exprestieel opinionthat anencryption ban
would causdar more damag¢hangood because @asier industrial espionage and
that crypto software is essentially uncontrollabledwill be used bycriminalseven

if it is banned, it appearbat sections othe German government are still working
on encryption bans [Spiegel 1996].
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2.6 United Kingdom

The use of encryptiorhasbeen considered by various political partieshe UK,
with most of them being irfiavour of it. The British labour party, after initially
coming downagainst encryption on thadvice of various governmental security
advisers, changed their policy affeedback froninternet users sthat their current
position isthat “attempts to control these of encryption technologgre wrong in
principle, unworkable in practicend damaging to the long-teraeonomic value of
the information networks. Furthermore, the rate of changeadbnologyand the
ease with which ideas or compusaftwarecan be disseminatealer the Internet
and othemetworks make technical solutions unworkable. Adequate cowmimalbe
put in placebasedaround currentlaws covering searctand seizure and the
disclosure of information. It is natecessary t@riminalise a large section of the
network-using public to contralhe activities of avery small minority of law-
breakers” [Internet 1995]. The leader of the UK Liberal Democrats similarly
expressed the view that “encryption ... is a gtiudg. It provides a form of security
for businessandfor personal exchangemt unlike puttingyour message, cheque or
whatever into arnvelope. Individuals, be thegting on behalf of companies or for
themselves should havke right toencrypttheir messages as they see fitsimch a
way that only the intended recipient casecryptit. Secure business transactions
demand thatlectronic data (particularly financial data) should not be tampered
with. There aresome fringe activities, which need to bloked at, such as
international crooks using the Internet to send their informatmuttheir intended
actions. Telecomms operators, who merely protige meandor messages to be
transmitted, need to be protected by law from prosectioallowing (unwittingly)
their infrastructure to baised by crooks, terroristand vagabonds fomplanning
illegal activities” [Lees 1995].

2.7 South Africa

Another example of partial regulation eficryption was South Africa, which in the
mid 1980’spassed a lavthat civilians could only use encryption if they gave the
South African army nobnly full details ofthe algorithms angbrotocols, but also
copies ofall keys inuse. The banks sentraessage to Pretoria &ay that they
welcomedthe idea othandingoverthe keys totheir ATM’s to the army,and that
whenever any afhemwere out of balance #élte end of thalay they wouldsend the
bill to the government (banksse encryption primarily for legal reasonsthe key
used to derive the PIN from an account nun@emiscellaneous other information
is kept in secure hardware, so no baniployeecanever find out a customer’s PIN.
Since thebanks’security proceduresre always completely foolproo&ind above
reproach, the only way the balance could be out is if a dishonest memberwofithe
had misused thieeysheld by the army to helihemselves to soneash. Therefore it
was only proper that the government foot the bill for this).

After a long silence, Pretoria gave an assurémaethebanks could go on breaking
the law and nothing would happen to them [Anderson 1994a].
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2.8 Other Countries

A few governments have takdmlfway steps towardeegulating encryption. For
example, the Norwegian governmdms introduced it®wn encryptionstandard
called NSK, a secret stream cipher algorithm in a tamperproof chip waicbnly

be usedunder tightly controlled conditions [Madsen 1994]. The Australafence
Scienceand Technology Organisation (DSTO)nd Defence Signals Directorate
(DSD) developedthe SENECA encryptiondevice for usewithin approved
government departments in Austratiad New Zealand [PCWeek 1993]. In both
casesstrict controlsover distribution of the hardwarevould ensure government
control over the encryption devices, making a key forfeiture mechanism redundant.

Other countries have alsworked on tackling the “problem” of encryption
technology. The Dutch governmenkooked atbanning encryption in 1994, but
backed down rapidly over storm of protest [Remijn 1994]. More seriously, a
number of totalitarian states such@sina(which recently requirethat all Internet
users register with thgolice), Iran and Iraq ar&nown to place heavgenalties on
the unauthorised use of cryptography.

In general countriefllow recent directives which replatiee olderCOCOM rules
restricting export of cryptographic hardwaed software to anumber of countries
including the formeiSoviet bloc, to ones coveringrauch smaller list of countries
such ad.ibya and Iraq (themembers othis list change with time). An example is
the Austrian law on foreign traddHG 1995] whichfollows the equivalent EU
directive [EU 1995] almost verbatim.

3.The Standards Dilemma
3.1 The United States and National Interest

The US is retaining US developed encryption systems owitshands for “national
interest” reasons. In economic terms, the US Government is evidently mindful of the
penalties which may follow expaoaind internationalise of encryptiomndencrypted
commercial transactions on the Internet. T¢mie is overshadowed lbige policy
position of the United States, an unrivallegperpower with an economsystem
burdened by state overspendengd high nationafiebt. The vulnerability of the US
economy inthe event of loss ofax revenuefor example,has causedthe issue of
cryptography to become charged with multiple implications.

The United Statedas expressed commitment tie future of the information
superhighway, of which the Internet is a major growth afgavever,inthe area of
cryptography policy it isiot surprising that the USovernment is tending to regard

the majorproblems which it igacedwith as problemshatwill be solved bythe US
according to its national needs. In international relations terms, this means the US is
appearing to place its nationakcurity interestsand economic interestdefore
considerations such as thest future development tfie Internet or the&conomic
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well-being of othernations. The time gained by retaining export controls on
cryptography export may be essentiate for the US to deal with theegulatory
implications of digitalcommerceand todevelop an effectivevorking digital cash
model, which may then beimposed onthe Internet as a déacto standard.
Policymakersare already showing signs déveloping control mechanisms using
softwarepatents, anéxport bans on certatypes ofencryption. This'you want it,

but you can’'t haveit” scenario is notlikely to advancethe development of the
Internet — partlybecause ofime framesandpartly becaus¢he US is creating an
encryption environment, intentionally or not, which dictates to users of the Internet
how encryption will be usednternet users otryptographyare advocating the
dropping of control®ver publicly developed cryptography, lasernetdevelopment

is clearly penalised bihe lack of distinction madeetweerthe variousssues by US
government agencieand thecorresponding lack of clear-cut issues presented for
public debate.

3.2 Interoperability Problems

One of themainimpediments to th&videspread use of encryption technoldggiay

is the lack of any well-recognised international standards guaranteeing
interoperability between differenimplementations. Thesole internationally-
standardised encryption algorithm, DEA-1 [ISO 1987] [ISO 1988a] [1983b]
[ISO 19914] [ISO 1991b] more commonly known as DES, was establslezdhe
strenuous objections of various security agencies (acttlelyDEA-1 algorithm
itself is an almost-standard — after the DEA-1 vote, the 1ISO suddenly dewtiéal
play a role in the standardisation of encryption algorithms). For example, on the day
Standards Australia’'vote onthe DEA-1 ballotwas to be decided on by the
committee covering, an individualwho wouldn'’t identify himself but who claimed
to represent the Australian Department @éfense appearednd circulated a
documenturging a “no” vote based orthe claim that if itwas standardised the
Japanese would manufacture cheap equipmeihtetstandard whickvould then be
used by terroristsjrug dealersand child pornographers (thieever happened —
here areonly one ortwo DEA-1 encryption chips available to tipeiblic which are
manufactured in Japaandeven thesare rathedifficult to obtain). The committee
had trouble taking thidocument serioushand thevote was 13 in favour, dgainst.
However,when the Australiafiyes” vote made it to Geneva, had changed into a
“no” vote. The NSA itself hascalled DES “the worst mistakiae Agencyhasever
made”, mainlybecause it gave a major impetustieco decades ofesearch into
encryption systems wherbefore the “mistake” therewas virtually nothing
[Deavours 1987].

A similar battleoccurred ovethe attempt to standardise triple-DES encryption in
the US. DEShad longbeen recognised as being pi#stprime [OTA 1987] [Smid
and Branstead 1988] [Federal Register 199#jd anew triple-DESstandard was
seen as an attempt to prolong life of the cipher into the nextentury [X9 1994].
Triple-DES is populabecause itan beeasily incorporatednto existing systems
using DES, idased orstandards angrocedures familiar to most useas\d can be
made backwards-compatible with single DES with an appropriate choicey®f
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The NSA circulated a document amoriiige members ofthe ANSI X9 standards
committee [Rainville 1994lirging a negativeote onthe proposabased mostly on
the fact that triple-DES is “counter to nationaecurityand economic concerns”, a
curious claim since the reasdios X9 working onthe triple-DES standardere to
provide better protection fdmancial informationthan thatafforded by single DES.
A few months later,work on the triple-DES standavds approved [CDT 1995a],
providing a major setback fahe NSA who were now facewith the threat of a
standardised encryption algorithm providing more strerjign the Skipjack
algorithm used in Clipper, but without Clipperkey forfeiture mechanism. The
availability of triple-DES implementations received farther boost shortly
afterwards with the announcement by AT&MmdVLSI Technologieghatthey were
developing newdatasecurity products based on triple-DES. Triple-Die8dware
hadalready been openly available outsttie USfor several years [Cryptech 1989]
[CEI 1992]. Howeverwhile trying to restrict the civiliaruse of encryption on the
Internet, the US government heecognised the neddr encryption by fielding its
own encryption system fdhe transmission aflassified documentsioice data, and
video teleconferencing — by the US military only [Aviation Week 1995].

Government interference in encryption worlkni® confined to th&JS. The Sesame
project, a clone of MIT's Kerberos designed to provide authentication but not
privacy, had itsDES implementation replaced with a 64-KDR (andeventhat, it
turned out, wasn’t implementegroperly) atthe insistence of th&U’s Senior
Officials’ Group (Information Security) (SOGIS), which consists primarily of signals
intelligence managers. Researchers on angitgect, RIPE [derBoer et al 1992]
werepaid todevise ehashfunction but forbidden to work on any form of encryption
[Anderson 1995] When itomes to public-key encryptiogpvernment intervention

in standardisation attempts have ais®n quite successful [Pri@®89]. The result
hasbeen an almost complete absencéntérnational standardsovering theform

and use of public-key encryption systems, and of encryption algorithms edriche
efficiently implemented in softwar@.he effect ofthis is thatcryptographic privacy
protection, where it exists, is of an extremely ad-hoc nature.

3.3 Privacy of Voice Communications

Frequently theissue of privacy protectiothrough encryption is ignoredntirely
because nothing is easily available to perform the task. One situation in which this is
glaringly apparent is in the cellular telephone industry. Analog cellular plhaves

no privacy protectiormechanism, making ivery easy tointercept conversations.
Although the mostvidely-publicisedmeans of interception are radio scanngrsse
present a needle-in-a-haystack approach to monitoang make it almost
impossible totarget aspecific phone or conversatioithe best cellular phone
interceptiondevice isanother cellular phone. Details on converting cellphones to
allow interception of callsare often available fromthe phone manufacturers
[Motorola 1993] orare circulated in the computer undergro{iBidodmoney1992].

The process of converting a cellphoimo a cellular scanner can take as little as 30
seconds (for example OKI 900 phorezn beconverted with 1keypresses; many
Motorola phonesan beconverted in anatter ofsecondausing only apaper clip).
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The cellular phone industries response to this problem wabligthe US Congress
into passing the Electronic CommunicatioRsivacy Act [ECPA 1988], which
requires people tpretend not to listen to the parts of the spectrum which contain
cellphone traffic. Amusingly, some older television receiveith UHF tuning can
tune thefrequencies used by cellular phonesking itpossible to breakhe law by
tuning atelevision tothe wrong channel (cellular phones operate orfrégencies
formerly occupied by UHF televisiachannels 70-83, which can be tuned by Se¥s
made in the 1970’s or earlier).

Had low costencryption technology beemidely availablethen the cellulaphone
industry might have providedreal security to their customersrather than the
“security” provided bythe ECPA, aswell as avoiding some ofhe US $1.5
million/day lossesncurred due to cellphone fraud [Wildand Violino 1995]. The
encryption used by GSM cellphonesaisother example of national interests taking
precedence ovegenuine security. WheSM was being developeduring the
1980’'s therewas intense debate amontpe NATO intelligence agenciesver
whether the encryptiorused should be weak astrong. Countries likeWest
Germany, which shared a long border with an eastern neighbour kfoowts
strong cryptanalytic skills, wanted strong encryption. Countries like the UK wanted
weak encryption.The result was an algorithm called A5, whichhas been
characterised by UK cryptograph@ossAnderson as “not muchood” [Anderson
1994b]. A simple brute-force attack requiresarching 20 keycombinations (the
same number as thietscape attack), witlmuch faster attacks beingossible.
Interestingly, A5’slow upper limit on the number gfossible keys would seem to
meet the US government requiremeifts weak exportable encryption. Attacks
fasterthan thebasic brute-force ongrealso possibleandone such attackas to be
presented by Dr Simon Shepherd at an ¢BBoquium in London on'8 June 1994,
Howeverthe talkwas cancelled ahe last minute bgsCHQ. Achip to break A5 is
currently being designed for an MSc thesis [Anderson 1994c].

However, even A5 wasegarded as beingo strong for export outside Europe. The
result was a watered-down version called A5X, which was even easier to break
[Lloyd 1993]. Countries like Australia, which managed to obtain cellphones
employing A5 encryption,had to carry out multimillion dollar retrofits to
communcations equipment to allow governmentonitoring of cellphone
conversations [Lagan and Davies 1993] {ifgh cost of convertingexisting cellular
phone networks into cellular monitoring netwotiasled at least one GSM vendor

to claim that thecost ofbreaking GSM security itsellas US$56Mthis being the

cost ofthe cellular networlconversion as carried out the Netherlands). Another
alternative when governments find it impossible to monitor cellular communications
is simply to ban them altogether [Griffin 1995].

3.4 US Government Covert Action in Cryptography Research and Development
Attempts to discourage research into encryption have occurred atomstuously

for nearlytwo decades. In Jul¥977, NSAemployee Joseph Meyer wrote to people
planning to attend ampcoming symposium on cryptograpligat participation
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might be unlawful [Pierce 1984]. In the summer of the same ye&S&employee
warned the inventors of thRSA cryptosystenagainst presenting a paper on their
work at a conference at Cornell University [Garfinkel 1995].

In 1978, theNSA tried to block a patent on the Phasorphone, a cheap, simple
telephone scrambler, but teecrecyorder was revoked after atcry inthe media
[Gilbert 1981] [LA Times 1994]. Inthe sameyear theytried to silence dJniversity

of Wisconsin computer scientist whtad invented an encryptiomlevice [Kruh
1986a]. The chancellor of the university denounced N®A for obstructing
academic freedomand theagency backedff [Markoff 1992]. In 1979, NSA
Director Bobby Raynman, in araddress which came to be knowrhés “thesky is
falling” speech, calledfor encryption to fallunder the same “borwrlassified”
doctrine whichcoversnuclearweapons researahnder theAtomic Energy Act of
1954 [Levy 1993].

In 1981 the American Council on Education (ACE), under pressure froiSihe
formed the Public Cryptography Study Groupwhich somewhat reluctantly
recommended #&ial scheme forthe voluntary submission afrypto papers to the
NSA as an alternative to the NSA’s proposals that eithel 8% monitor published
technical information and recommend crimipabsecution if it was seen tbreaten
national security, orthat the submission of technical papers to tNSA for
prepublication approval be made mandatory, with publication without NSA approval
being a criminal act [ACE 1981]. Thisheme waagainstopped by a mediautcry
[CFP 1994]. In 1982 thESA tried tore-classifylarge amounts gfreviously public

and declassified information used by James Bamfordhis book onthe NSA
[Bamford 1982]. In 1984 National Security Decision Directive (NSDD) 145 gave the
NSA authority overll governmenencryptionand computer security development.

In the sameyear the AmericanAssociation forthe Advancement ofScience
commissioned a series t&h study papers to investigatee ways inwhich secrecy

and openness influence ttemonduct of scientific research [AAAS 1984]. In 1985
NSA Director for Communications Security Walt®eeley called for government
regulation of encryption, stating that “it is time to put the géaiek inthe bottle for

the good of society” [Deeley 1985].

In 1986 there was an attempt to extend NSDD-145terthe private sector. In the
same yeathe NSA proposed a system imhich theywould provideall encryption
equipmentand keys for use inthe US. This equipmentvould use NSA-designed
classified algorithms witthe speciapropertythat only certaintypes of keys would
provide strong encryption, making it necessary to obtain all encryjgimirom the
NSA [Kolata 1986]. Opposition tthis scheme wasot long in appearinfPeavours
1986]. In 1989 th&\SA attempted to stop dissemination of Ralph Merkle’s “Khufu”
encryption algorithm [Merkle 1991], one of the firgery fast, securesoftware
encryption algorithms (one of the authors has irpbisession a yellowagrintout of
the Khufu paper, containing a hand-written note explaining it's “publication without
NSA approval”). Inthe 1980’s the Nationécience Foundatiohad aclause in its
rules for graduate studefellowshipsrequiring fellows to inform the NSF of any
discovery “likely toinfluence national security”. In June 1994SA agents visited
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Jim Bidozs, president of RSA Data Security Inc, to talk about ClippeRSADSI’s
competing products. After aboutvo hours of discussions, one of the agents
threatened to kilBidzos because dhe work his company was doing [Bank 1994].
A senior agency officialater apologized forthe incident, stating that ivas not
agency policy to make death threats.

Just how little things have changed in the encryption debate is shown by a dissenting
opinion from a member of the ACRublic Cryptography Study Grouwhich raises

a number of basic points whi@nrejust as valid now as they were fifteen years ago
when the report was originally published [Davida 1981].

In addition to discouraging work on encryption produthe,NSA hasalso worked
to block any softwarevhich mightsomehow workwith other encryption products.
For example, irMay 1995 theNSA requestedhat thecapability to interface with
external encryptiorsoftware be removed frorthe NCSA WWW server [NCSA
1995]. Although the server contains no encryptiode,the merepossibility that it
might behooked in at dater datewere enough tattract the attention of thHdSA.
Similar problems have also besether attempts at providing internationally-
available encryption products by adding encryption capabiligside the US
[Walker 1994].

4. The Citizen

The Electronic Frontier Foundatiowas formed tochampion the civilrights of
computer userand to rollback a perceived attempt bye variousarms of the US
government to control what happens within the Net. The electronic rajbits
movementhas expanded to take in othissues, of cryptographwynd wiretapping.

The movement is questioninthe needfor extended state surveillance of private
computerandtelephone communications. For example whernFfBEfiled notice in

the Federal Register in October 1995 requesting an increase by 1998 to one thousand
times the number of tapsfficially carried out by thd=Bl in 1993, requiringthat

phone companies and other service providers build enough surveillance capacity into
their systemsthat 1.5 millionphone lines, or 1% of all lines in the W8uld be
simultaneously wiretapped, calls isolatesd theircontents forwarded tthe FBI
[Federal Register 1995], theyere met by a storm of criticism in the US media,
which raised thespectre of Big Brotheand questioned the neddr such aradical
change in the surveillance capabilities of the government [Matthews [@88Joff
1995a].

David Chaum, a pioneer of untraceable digital cash transatgichmology on the
Internet, places a high value on the privacy achieved by secure cryptography:

“The choice between keepingnformation in the hands of individuals or of
organisations is being made each time any government or business decides to
automate another set of transactions. In one direction lies unprecedented scrutiny
and control of peoples’ lives, ithe other,secure parity betweeimdividuals and
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organisations. The shape sbciety inthe nextcentury may depend on which
approach predominates” [Chaum 1992].

Many of the problems associated withacking may be prevented by use of
encryption of information, whicleffectively setsboundaries around private, as
opposed to publidomains. Cryptography is usdskcause othe risks ofloss of
security caused by hackeaad criminals Obviously, cryptography may be used by
criminals or terrorists to formulate pladsr crime or to actually carry it out.
However, it could beargued much of current Usolicy making is the product of a
particular mindset in regard to economics and security, and that the stated fear of US
officials about encrypted computer crime may have limited justification.

4.1 The Clipper Chip

By late 1995, the US Clipper Chip initiatiweas generally acknowledged to have
failed. The reasons for this have been covered exhaustively elsewhetgonitry
in-depth discussions beinfHoffman 1995] and [Froomkin 1995]. The major
objection toClipperwasthat theproposedkey forfeiture system was seen to be the
forerunner to universal surveillancBecause of concerrige this, 80% of1000
people surveyed in a Time/CNN poll were oppose@lipper [EImer-Dewitt 1994].
Anyone who wantedeal security wouldeitheruse something othéhan Clipper, or

use Clipper to wrap up a second layer of non-government-approved encryption — as
one commentator put, “any self-respecting vice overlord terrorist or local drug-
runner ... would buy non-American hardware with unmonitored Japanese or
German or Indiarencryption chipsand laugh all thevay tothe plutoniumfactory”
[Safire 1994].

Another problem with Clippewasthe discovery by anAT&T researchetthat the
key forfeiture mechanism built into Clippetevices could be bypassedthout too
much difficulty [Blaze 1994] [Markoff 1994aJQuittner 1994]. Clippemessages
can also be “forged” without a need to know the encryption key [Lomas 1994].

A final nail in the coffin wasthe release to the ElectronRrivacy Information
Centre in August 1995 of declassifie®l files which revealeglans tooutlaw any
encryption otherthan Clipper [FBI 1993] [FBI Undated a] [FBI Undated b].
Although heavily censored, these documestid contain enough information to
showthat at thesame time as the US governmevras publiclypromising tokeep
Clipper as a voluntary standard [Harris 1994], it was segpédlyning tooutlaw any
encryption which the government couldrdecrypt in real-time... unlessthat
encryption was used lifie government to protect itsvn secrets. These documents
added weight to claims by anti-Clipper groupst Clipperwould only serve its
purpose if all other encryption were outlawed.

On 6 September 1998)e US government unveilednew proposed crypto policy at
a Key Escrow Issues Meeting [NIST 1995This policy gave 1Ocriteria which
government-approved encryption systems wouldeogiired tofollow, in return for
making the resultingsystem exportableThe response tahis proposal by
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representatives of several tfie largest hardware manufactureaad software
publishersand various public interest groupsas almost uniformly negative [CDT
1995b]. Clipper itself failed to meet many tbie requirements, including (at least)
No.1, No.2, No.5, and No.6.

The main problem withthe proposal,quickly dubbed“Clipper II”, was that it
required both weakened encryptitmough theuse ofshortkeys,andkey forfeiture.
Several conference attendees claintedre is no legitimate purposgerved by
limiting the key length on a system for which the government already holds the keys.
The short-key requirementvas seen as aattempt to preserve an extra-legal
alternative to legitimataccess vidhe escrowagents, one which sidesteps any need
for a searctlwarrant or other judicial approvabeveral othe other criteria (such as
No.2, which prohibits multiple encryption) seem to reinfatds, making itpossible

for interested US government agenc{and well-equipped outsiders) to decrypt
communications even without the escrowed key. It was also postulated that, since the
64-bitkey is toosmalleven for todaythewhole Clipper battle could be re-fought in

a fewyears time once attacks suchthe currentproblems with Netscape’s 40-bit
keys are extended to 56-bit or 64-bit keys.

Another problemwas criterion No.6, the requirement of non-interoperability with
non-escrowed products, seenyasanother attempt tooerce keyorfeiture without
actually admitting to it directly. As with Clipper, it appedhnss requirement was
designed to ensurg¢hat incompatible government-approved encryptigmould
eventually flood out any competing systems. &ebtherproblem waghat, aswith
Clipper, itwas seen as unlikelhat foreign governments would embracesystem
which was conducive to US spying [EPIC 1995], especiallthalight ofevidence
that the US hadilready in the pastold softwarewith trapdoors in it to foreign
governments [Madsen 1993b]. Finally, liability for compromikeg databases was
seen as a problem by a number of companies, with a Shell Oil representative stating
that“the US government cannobverShells liabilities” in thecase of compromised
keysprotecting data such geologicinformation and markestrategies, whichvere
worth staggering amounts of money.

At present itlooks like Clipper Il may gothe way of the original ClippefMarkoff
1995b] (Almostevery non-government speaker at tHey Escrow Issues meeting
prefacedtheir remarks withrsome form of‘Do not assume our presence here is an
endorsementyecause it isiot...”. One speaker suggesteaving a t-shirt made up
with this on it to save everyonehaving to mention it at the start of their
presentation). The government representatives thaitthey heard thecomments,
but would proceed anyway. In an interesting reversal of the usual patwrent$, a
group of 37 companies said theyould formulatetheir own crypto policy and
present it to the US government within six months [Corcoran 1995].
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4.2 Cryptography Regulation

In the face of opposition to any form @overnment regulation of encryption and
related invasion of privacy, it is interesting to speculatetfen direction future
attempts at encryption regulation will take.

The mostdifficult problem is provingthat regulation isnecessary. To date,
governmental attempts at demonstrating a “problem” s fairly unsuccessful,
consisting of trotting out theo-called “Four Horsemen olie Infocalypse”(porn,
pedophiles, terroristsand drugdealers) as justification for encryption bans and
increased surveillance powers over communications. These claims Hesve
frequently challenged. For example, in a recent debtwate Clipper, FBI Special
Operations agent Jim Kallstrom attemptedustify Clipper by claiming itwould
help protect children from being kidnapped to makaff movies [ABCNY 1995],
seemingly unawar¢hat another branch of thEBI had stated eighteen months
earlier thatsnuff moviesdon’t exist [Knapp 1993]. Similarly, when a major US
paper published an editorial which called for a removal of restrictions on encryption,
they could find noone ithe FBI or CommerceDepartment willing to defend the
government’s position on encryption fibre traditional Opposingiew counterpoint
piece [USA Todayl 995]. Actual evidence to support encryption restrictions appears
to be hard tdind: Deputy Asistant Attorney GenerdRobertLitt testified that the
Department of Justickas no information or statistics linkingny terrorist or
criminal act to informatiomlerived fromthe Interne{Meeks 1995]the FBI Deputy
Director for Anti-Terrorism statedhat hewas unaware of any use of encryption by
terrorists which would justify restrictions [Murray 1993]; and in a inforswavey of
front-line law enforcementfficers carried out inMay 1995 the question of whether
there hacever been any problems with encryptimmperinglaw enforcement was
met with laughter from the agents questioned [Ellison 1995].

Even the claims of the neddr greatly enhanced wiretap capabilitea® somewhat
guestionable. For example in 1992 of the 39 states which have wiretap statutes, 17
reported zero tapthat year; ofthe federal jurisdictions, 44 reportéglver than 10

taps forthe year, including 19vho reported ongap and 36vho reported zero. The
largest number of taps was reported\®w York police, with 197 wiretaps installed
[Wiretap Report 1992]. WheRBI Director LouisFreeh dbbied Congress for the
1994 Communications Assistance faw Enforcement Act (CALEA, better known

as the “WiretapAccessBill”), he cited FBI statisticsclaiming only 1,157 federal,
state,andlocal electronic surveillance orders falt of 1993. To puthese numbers

into perspectivethe FCC estimatethat in 1993 the UShad approximately 500
million phones covering 150 million phone numbers. EvenRBe itself seems
unaware of any reaproblems in conducting wiretaps caused by encryption
technology [Markoff 1994c].The WiretapAccessBill, S.2375,was passedith the
unanimous consent of the senate, without any floor debate or reading of the bill, after
a number of senators received a personal visit ff@&hdirector LouisFreeh in the

days before the vote [Bunker 1994] [Matthews 1994].
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A view oftenadvanced of thenove towardsncreased surveillancand encryption
regulation is that, with the end of the Cold War, a number of signals and intelligence
agencies are experiencirdifficulty justifying enormous budgets ithe face of
cutbacks in other areas thfe ecomony(the US government spends maoneney —
US$28 billion — on intelligence than it does on housing or education [Toledo 1995].
This budget was increased by 5% 896, a 1.3% increasaver and above the
requested amount). It appedingt thevarious intelligence agencies may be moving
from concerns ovemnationalsecurity to concerns ovéob security,requiring a new
mission to justify their budgets [Markoff 1994b]. For exampl¢he Canadian
Communications Security Establishmemés recently criticised focarrying out
economic espionage on Mexidoiring NAFTA talks and onKorea to facilitate the
sale ofCanadian nuclear reactors, witlffaxmer CSEemployeeadmitting to CTV
news that the CSE shifted its focus afterabkl war from spying othe Russians to
spying on Canadas alliesd trading partners iorder to acquire trade secrets [CP
1995].

In the face of strict encryption regulation or even theunlikely scenario of a
completeban onthe useof any form of encryption,there still remainsa meansof
communication which cannot be bannedecause itcannot be detected:
steganography, thert of hidingone messagmside another. Suchiechniqueshave
beenin use to keep communications secfet centuries,with the first known use
being by the astronomer Aryabhata in around 500 Wip used a technique which
mapped numbers to letters which coyldld cipherwords whichwere meaningful

text [Kak 1988]. More recentlythe British WarOffice devised asteganographic
protocol which allowed soldiers in WWII prisoner-of-war camps to communicate
information in their letterglespite intense scrutiny by prison camp gudiRdgson
1990]. To date the mosbmmon use of steganographic techniques théngame of
bridge, where its use to allow bridgartners to communicagecret information in
directview of their opponentdhascaused aertain amount ofontroversy{Winkler
1980a] [Winkler 1980b]. Due tdéhe nature of the communications channel, the
amount of information which can be transmitted via steganography is nowesfly
limited (the WWII cipher would, for example, require @mtire letter to conceal a
few short phrasesbout enemy troop movement$jowever with the advent of
essentially free computer communicatiaigs restriction on size iffted — an
expansion of a hundred tme for a simple message is no longer seen as a major
problem, since at worst it will requirefew seconds longer tsansmit the “carrier”
message, with thenessydetails of complexen- anddecoding being taken care of by
the computer. Communications by computer-aided steganography camplaake
through virtuallyany form of overt communication, with messages bédiitylen
inside sound files, pictures, or text (typical methods invahsertingmessage bits

into the least significant bits of graphical images or sound samplesaking
minute changes in letter spacings in text). Because the hidden messages can be made
arbitrarily difficult to detect bymaking them arbitrarilyclose tothe expected
characteristics of the carrienessage, the result is amdetectable means of
communicating in secret — a form of encryption which cannot be banned or
outlawed. Software which implements various steganographic techniques is already
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freely available,and has thepotential tobecome widespread ihore conventional
means of securing data are outlawed.

5.The Market

The development ofrading ofgoodsandservices inthe Interneimay drivethe use

of cryptographyand tosomeextent,forcethe hand ofjovernments as to its use. As
the marketdevelops,larger sums oimoney will becirculated,and, presumably,
criminal activity will upscale accordingly. Secure cryptography may be perceived as
necessary to protettansactions, in thevay that secure cryptographic protection for
banks is already seen as valuaBleus, the marketnay cause cryptography to lose
the mystique ofits traditionaldefence roleand it may be seen by consumers as
another product of the information afeat they wish tobuy. It is likely that as
consumersbecomemore acquainted with the produdhey will demand better
services.

With encryption programs likBGP already in wideirculation outsidehe US, this
development is likely to beapid, and if the U$Siolds on to its isolationigtolicy in
regard tocryptography for todong, it may facethe majoreconomicrisk of another
nation producing high-quality cryptograptsoftware,and setting anew standard
outside the US. Such software is already being produced in countries tlgslds.
However, inthe face ofthe US market dominancandrefusal to deregulate in the
area ofcryptography, it is likelythe market will remain fragmenteaihd without
definitive standardfor the forseeable future. It is likelthat importantattempts will
be made by large multinational companies moving into the market to establish the
technical standard of “adequate” cryptograpbécurity,and tolook towards the
establishment of global standards.

6 Conclusion

The Internetbackbone was set uwith United States Governmemhoney and
support,and the principle of an informaticssuperhighway is supported by the US
GovernmentHowever,there is a strong impulse in the @8d othercountries to
claw back political control ovethe Internet. Particularly problematic is the
unprecedentedcope ofsurveillance methods. These measures, being pptase
possibly beforethe Americanpeople fully grasp the significance of them, may
becomethe status quoand difficult to shift in the future.However, inthe area of
cryptographythe US is facing a quiet rebellion on a number of fronts. One is the
domestic resistance tbe key forfeiture proposal&nd legislation which electronic
civil rights activists believewill infringe individual privacy and freedom of
Americans. The recent strofapbying efforts bythe Internecommunity in 1995 in
respect othe Exon CommunicationBecencyAct (where the Internetommunity
believedlegislation to controbffensive materialwould damageahe Net),and the
resulting turnarountetweernthe Senate passing the Communicatibesency Act
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legislationand theCongress passing th@ox-Wylie Amendment, (a moré®w-key
and practical approach to tipeoblem) wouldindicate the Internetommunity in
America is rapidly learning taise its teeth. Another advance tise pragmatic
arming of other countries with theweapons of future commerce, such as
cryptography, securing of electronic communicati@ggminstpiracy and damage,
and Internetaccessand literacy. These factorare likely to proceed tathe point
where the US technologicaupremacy may bender threat, anderegulation of
cryptography willbecomeunavoidable. Economiand defence adjustmentsould
thenhave to be madddowever, it is possibléhese may be more the perceptions
of Americans, ratherthan to the possibility that due to secure encrypted
communications, the Americagconomy may suffedisastrous damage, taxes will
suddenly not be paid, the war against drugs will be lost completely, and bombers will
run amok.

Governments of sovereign nations will each béhi position of deciding the trade-

off between perceptions of security problems, protection of civil rights, and economic
advantage. Theryptography issue may be seen as an issutheofrelationship
between governmergnd citizens, with the Internesnd cryptographic technology
having the potential to substantially change the relationship. itiplete privacy

of transactions and thability to dodge manytraditional bureaucratic checks, a
cryptography-based economayd society could causgovernments tdecomeshut

out of many businesandsocial transactions, unlepsople voluntarily allowethem

in. The authorswould argue that theew environment established the Internet
rightly demands a rethink of theocial contracbetween governmentnd citizens,

and that thizontract must begiewed inits totality, as a contract involving issues of
personal freedomand privacy, as well as governance. A power imbalance achieved
by governments as a result wdistly increased ability to perform surveillance on
citizens,may be seen asreaking the‘collective enterprise” [Sharp 1984] which is

the relationship of government to citizens. &bility by governments to accomodate
the use of powerful encryption methods by citizens and negotiate on areas of law and
order, crime, and so omay be viewed as sociptogress by citizens. Thgocess

may represent the “coming of age” of the Internet.

The alternative is that annprecedentedand undesirable, amount gfower may
come to reside inthe government of countries, Key forfeiture cryptography
schemesare introduced internationally. With its strooiyil rights movement, the
US Internetcommunityhasbeen well-placed téight initiatives such as the Clipper
Chip. That the Clipper Chiplea went as far as it did, is an indicatorhofv the
rights of individuals in less democratic countries could be compromised if encryption
“trapdoors” are built into national cryptographgystems, or ifkey forfeiture
cryptographic systems were establistzal misused by nationadecurity agencies.
The potentiafor human rightsviolations resulting from governments being able to
gather‘evidence”against dissidents on an unprecedented scale, is a pnajpem

of new technology of surveillance being allied with cryptography regulation.

In general, cryptographgolicy may develop froncommercial needs, privacy needs,
and theneed to protect societie3his lastcategory should be generated by the
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Internet itself. No oneountrycan do it without imposing significant penalties. The
potential of an ethical community tifiternet users to control criminaktivity, for
example, is agood question fothe Internetcommunity to ponder. Many of the
concerns of the Clipper architects ademonstrablyreal. Issues of encrypted
criminal or terrorist transactions, and dragpney laundering (with associated
uncontrolled casino activity otine Internet) aréssuesthat the Internetcommunity
should rightly addressHowever, these issues should be separated from the
cryptography debateand addressed as political issues fimternet community
membersrather than agroblems addressed only bwtional law enforcement or
defence agencies. If an issttgown up by thedebate isthe relationshipbetween
governmenta@ndcitizens, it is a worthyubject forthe Internecommunity to study
in terms of planning it®wn political future. Ifthe Internet remains politically
anarchicsystem, itrisks losing its community forurand itspotential future as a
global open informatiorsystem torepression by national governments. In the
climate of governments moving towards regulatiotirtot use of cryptography and
to establishkey forfeiture systems, it makes sense to lookhat possibility of an
Internet politicalmovement as a protective device. Justhes USAssociation for
Computing Machinery is callinépr a major public study othe uses of encryption
on the Internet, the Internéself should be creating a majstudy field of this
critical issue,and associated issues ofiminal conduct using encryption. Existing
Net organisations like the Web Society could have a major part in this.

A logical issue forthe Internetcommunity to address ishat of effective
cryptographystandardgor the conduct of businesand personal communications.
Public research into cryptography should be op@, theproducts ofthat research
freely distributable without restriction.

A point to keep infocus when considering regulatingecurity aspects of
communications media like the networkssed daily: a new technique for
cryptography maygppear in any moment whiatould foil any efforts tanonitor or
policethe exchange a#éncrypteddata. The potential of steganograpfoy, example,

sends a warning to governments which attempt to censor Internet communications
through cryptography legislation. To demonstrdtes difficulty in regulating (or

even detectingthis means of communicatiomessages using each thie three
steganography technigues mentioned above have been embedded in this paper.
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