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Abstract: Cloud and Fog computing have been widely recognized as attractive solutions in both
academic and industrial sectors. Despite their benefits, the adoption of Cloud and Fog computing
still have considerable challenges to be handled due to the increase of client requirements. A crucial
issue, in this context, is how to verify the correctness of Cloud and Fog systems. The use of formal
methods is an efficient mean which provides a real help for the designer to evaluate the behaviour
of a system and prevent errors before its implementation. In this paper, we present a systematic
literature review (SLR) on the current state of the art in this field. We collect the existing studies
on the use of formal methods for proving the correctness of Cloud and Fog systems. The proposed
approaches are compared based on some technical properties such as the verification methods,
the verification tools, the considered properties, and the application domains. In addition, future
directions which need more investigations are presented. We believe that our paper will be useful
for industry and academic researchers to understand the existing contributions that deal with the cor-
rectness of Cloud and Fog systems. Moreover, it helps them to address several gaps in the literature.
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1 Introduction

Cloud computing paradigm has known a significant interest in the past decades in
both academic and industrial sectors. It offers on-demand access to different types of
virtualized resources (virtual machines, servers, etc.) [JoSEP, 2010]. Despite the several
features that make it very attractive, the centralized nature of this new paradigm leads
to some shortages related basically to the considerable distance between the Cloud
servers and the users’devices. Thus, the cost of Cloud resources as well as the bandwidth
use are getting more and more expensive. Recently, the adoption of Fog computing
as an extension of the Cloud has become an efficient solution which can overcome
several problems of Cloud computing based systems. In fact, Fog computing is located
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between the Internet of Things (IoT) devices and the Cloud servers. In addition, it has
weak performance devices which are closer to the end users terminals. Consequently,
it can reduce transmission latency and monetary cost and support of user’s mobility
[Lin, 2016]. A Cloud-Fog computing system consists of three layers in a hierarchical
network. The bottom layer includes IoT devices, which are used as user interfaces that
transmit requests from users. The middle layer is formed by a set of Fog nodes which
are distinguished by their proximity to end-users and the support of mobility. It receives
the users’ requests. Fog nodes need to connect to the upper layer (Cloud layer) which
hosts a set of heterogeneous Cloud resources of a Cloud service provider. Both Cloud
and Fog resources can have computing, storage or network capabilities.

One of the key challenges in this context is how to validate the features of Cloud and

Fog systems. These systems can be validated using several methods such as simulation,
formal verification, real experiments, testing and runtime check. In the literature, simula-
tion and formal verification are the most used strategies. Simulation is an efficient way
to evaluate several performance parameters such as execution time, monetary cost, and
energy consumption. It is relatively inexpensive in terms of execution time. However, it
does not guarantee that systems behave correctly in all possible situations. Given the
complexity of the studied applications, their modeling is more prone to errors on the part
of the designers. The deployment of erroneous systems can cause a disruption of work
procedures and consequently a waste of time, a poor Quality of Service (QoS) level, and
client complaints. Thus, it is essential to detect possible errors in the design phase of
systems.
The use of a formal method to describe Cloud and Fog systems has become very useful
for checking their correctness. Indeed, formal verification provides an effective way
for the designer to evaluate the behaviour of a system and prevent errors before the
implementation. It consists in describing the properties to be proven without worrying
about the possible scenarios.

In the literature, numerous research studies [Sahli, 2017] [BenHalima, 2018] [ Amato,
2018] [Fan, 2018] [Zahra, 2017] [Cheikhrouhou, 2019] have been proposed to address
the correctness problem for Cloud and Fog systems. They relied on different formal
methods and tools to verify functional and non functional properties. In [Souri, 2018],
the authors present a survey in which they presented a state of the art of the formal
verification approaches in the Cloud environment. Additionally, they provide an insight
about the formal methods adopted in each work. However, they do not consider existing
works related to Fog computing. To the best of our knowledge, our paper is the first
systematic review that deals with the correctness problem in Cloud and Fog environments.
The main purpose of this paper is to comprehensively categorize and examine current
research studies on the formal verification in the Cloud and Fog computing. To this
aim, we review the current state of the art in this topic. We focus on software-oriented
correctness verification.

The reviewed papers aim to verify behavioral and non-functional properties, which
are necessary for the well-functioning of Cloud and Fog systems. Most of these papers
verify the allocation of cloud and/or fog resources. Such property allows to optimize the
use of resources which reflects on the cost and the execution time of these systems. Other
papers propose different approaches to verify safety and security properties, which also
considered as main challenges of Cloud and Fog systems. Other properties like mobility,
elasticity and temporal properties are also verified.

The remainder of this paper is organized as follows: Section 2 provides the research
methodology applied to our survey paper. In Section 3, we give an overview of the
different formal verification methods. Besides, we review the approaches of the selected
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papers while classifying them according to the adopted verification methods. Moreover,
a comparison of these approaches is presented based on some criteria. In Section 4, a
discussion and a rich evaluation of the existing approaches are presented. Finally, the
last section sums up the paper and identifies some relevant challenges to address in the
future.

2 Research selection method

The analysis process of this survey paper is based on the rigorous methodology proposed
by Kitchenham [Kitchenham, 2009] to guarantee the reliability of the selected articles.
This methodology consists of three main phases: planning the review, conducting the
review, and reporting the review. The detailed process of this SLR is shown in Figure 1.
The following subsections present an overview description of these phases.

Planning the review

Research
Questions

Search strategy
- Select scientific
Databases
- Search based on

Answering the
Research
Questions

Selected I|
papers

relevant keywords

Inclusion and
exclusion criteria

Phase 1 Phase 2 Phase 3

Figure 1: Description of the SLR process

2.1 Planning the review

The first phase of a SLR consists in defining the objectives of this survey by using a
set of research questions (RQs). The present paper aims at exploring the contribution of
formal verification approaches for Cloud and Fog systems. To do so, we are going to
study the reviewed papers through five RQs aiming at having a holistic view about the
existing works.

RQ1: Which formal verification methods are typically used for Cloud and Fog
approaches ?

RQ2: Which formal modeling languages are adopted to specify Cloud and Fog
systems ?

RQ3: Which verification tools are used by each approach ?

RQ4: Which correctness properties are verified in the Cloud and Fog computing
approaches ?
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— RQS5: What are the studied application domains addressed in the existing works ?

Obviously, various other questions can be posed, but we believe that these are
sufficient to expose a vast variety of research in the studied field. In order to select
relevant publications, we have conducted an extensive search using relevant keywords.
Our search query is shown in Figure 2. Its uses synonyms and various words of the main
features.

(“formal verification” OR “formal model” OR “formal specification” OR “formal
reasoning” OR “formal method” OR “model checking” OR “property checking” OR
“proof” OR “proving” OR “prove”) AND (“Cloud computing” OR “Fog computing”)

Figure 2: Search query

Our search consists in using the known scientific databases: ACM Digital Library',
IEEE Xplore Digital Library?, ScienceDirect (Elsevier)*, Springer* and Wiley®. We have
selected only long papers which are written in English and published in international
conferences, workshops, and journals. Based on this phase, we select the studies published
between 2015 and February 2020 were found.

2.2 Conducting the review

In the second phase, we have examined all the papers to decide which one respects the
inclusion and exclusion criteria. These criteria consist in omitting low-quality papers
which do not have pertinent scientific explanations. To do this, we have considered some
quality criteria such as the clarity of the research purpose, the feasibility of the proposed
solution, the result clarity, and the quality of writing. We have also discarded other
publications such as presented slides, summaries, theses, short studies, book chapters,
and studies presented survey papers. Based on this phase, we have identified a set of
articles related to the formal verification in the context of Cloud and Fog computing.

2.3 Reporting the review

In this phase, we use the five research questions already presented. The first question RQ1
is so useful as it aims to classify the selected papers into four main categories according
to the verification method: handwritten proofs [Mendes, 2018], model checking [Baier
& Katoen, 2008], and theorem proving [Cook, 1971]. To respond to RQ2, we identify
the formal modeling languages used to specify Cloud and Fog systems such as Petri Nets
[Billington, 2003], Coloured Petri Nets [Jensen, 1991] , and Event-B. The answer to RQ3
shows the verification tools (such as Rodin [Abrial, 2010a], CPN®, etc.) that have been
used by the researchers to ensure the correctness of the studied systems. For RQ4, we need

! http://dl.acm.org

2 https://ieeexplore.ieee.org

3 http://sciencedirect.com

4 http://www.springer.com

5 http://onlinelibrary.wiley.com
5 http://cpntools.org/
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to identify the correctness properties in the existing approaches. The supported Cloud
and Fog requirements can be categorized into functional or non-functional properties.
These requirements deal with several characteristics of Cloud and Fog systems. The
functional properties aim to evaluate the reaction of a system to given inputs. They are
related to problems in Cloud layers such as safety, deadlock, soundness, and reachability.
The non-functional properties describe the behaviour of the system like time-related
constraints. Finally, in the final research question RQS5, we categorize the application
domains considered by the researchers. We notice that the existing approaches are related
to different aspects which are linked to business processes, data storage, healthcare, etc.

3 Formal verification approaches

In this section, we present a review of the most relevant formal verification approaches
in the Cloud and Fog computing for the selected papers according to the SLR method.
As shown in Table 1, we classify these approaches into three types based on the adopted
verification methods including handwritten proofs, model checking, and theorem proving.
In addition, we embed the references of the studied papers in each method.

The surveyed papers verify different properties which are :

— Resource properties: They consist in checking the matching between tasks and
Cloud resources according to some constraints such as shareability [Mohamed,
2015] [Keshanchi, 2017] [Zahra, 2017] [Etchevers, 2017] [Sahli, 2017] [Khebbeb,
2018] [Kochovski, 2019] [Bouanaka, 2019] [Latreche, 2019] [Khebbeb, 2020b]
[Boubaker, 2016] [Graiet, 2017] [Fakhfakh, 2018].

— Elasticity properties: They consist in taking into account the vertical and horizontal
elasticity which refer respectively to adding/reducing resources capacity assigned
to a task and to adding additional resources or removing them when necessary
[Moudjari, 2018] [Khebbeb, 2018] [Bouanaka, 2018] [Bouanaka, 2019] [Khebbeb,
2020a].

— Temporal properties: Temporal properties of resources are generally related to pricing
strategy. They can be classified into two types: relative and absolute constraints.
Relative temporal constraints specify a time interval in which a resource is available
at a certain price. Absolute temporal constraints specify the start and finish times
of a resource availability at a certain price [BenHalima, 2018] [Latreche, 2019]
[Cheikhrouhou, 2019] [Khebbeb, 2020b].

— Security properties: They often aim to guarantee data’s confidentiality and users’
privacy for Cloud and Fog systems [Zeng, 2016] [Berrima, 2017] [Zahra, 2017]
[Puthal, 2018] [Ouchani, 2018] [Bouheroum, 2019] [Alam, 2017].

— Safety properties: They represent requirements that should be continuously main-
tained by Cloud and Fog systems [Ouchani, 2018] [Toor, 2019].

— Deadlock: It represents a situation in which different processes block each other. For
example, a deadlock might occur when a resource is waiting for acknowledgement
[Jung, 2015] [Zitouni, 2019].

— Network connectivity: It aims to ensure that each resource is connected with a sink
resource [Jung, 2015].
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Formal verification approaches
Handwritten Model checking Theorem proving
[Mohamed, 2015]
[Jung, 2015]
[BenHalima, 2016]
[Zeng, 2016]
[Berrima, 2017]
[Keshanchi, 2017]
[BenHalima, 2018]
[Puthal, 2018]
[Zahra, 2017]
[Kochovski, 2019]
[Toor, 2019]
[Du, 2017] [Kumari,|[Cheikhrouhou, 2019]
2017] [Huang, 2016]|[Etchevers, 2017]
[Shah-Mansouri, 2018]|[Sahli, 2017]
[Zhang, 2017] [Ouchani, 2018]
[Khebbeb, 2020a]
[Moudjari, 2018]
[Khebbeb, 2018]
[Bouanaka, 2018]
[Kochovski, 2019]
[Zitouni, 2019]
[Bouanaka, 2019]
[Latreche, 2019]
[Bouheroum, 2019]
[Khebbeb, 2020a]
[Khebbeb, 2020b]

[Fakhfakh, 2018]
[Graiet, 2017]
[Lahouij, 2018]
[Boubaker, 2016]
[Alam, 2017]

Table 1: Taxonomy of the formal verification approaches

— Mobility properties: They aim at providing and keeping resources close to where
the data is generated [Khebbeb, 2020b].

3.1 Handwritten proofs-based verification approaches

Handwritten proofs represent a verification method done based on mathematical analysis
using paper and pencil. In this subsection, we detail the selected handwritten proofs-
based approaches in the Cloud and Fog computing. Next, a comparison of the reviewed
approaches is presented.

The approach presented in [Du, 2017] addresses the problem of resource allocation for
soft real time applications which are subject to QoS constraints on timely task completion.
To this aim, the authors introduce a framework for scheduling tasks on multiple resources.
Additionally, they study the efficiency of two existing policies of resources allocation. In
order to evaluate the performance of these policies in terms of meeting QoS requirements,
they present formal proofs. Their goal is to analyze the performance of scheduling under



Fakhfalh E, Kallel S., Cheikhrouhou S.: Formal Verification of Cloud and Fog Systems... 347

deterministic workloads, the number of cores needed to satisfy the user’s requirements,
and the time wasted on each resource core.

In [Shah-Mansouri, 2018], the authors deal with the allocation of Fog and Cloud
resources to IoT users while maximizing their quality of experience. Each user can
offload its tasks to various Fog or remote Cloud nodes. To model the competition among
users, the authors adopt the game approach with the goal of reducing delay and energy. In
addition, they present some manual proofs which formulate and verify several properties
related to the game.

In another proposal, Kumari et al. [Kumari, 2017] design an authentication scheme
for a multi-Cloud environment. This scheme is based on a biometric mechanism to ensure
security. In order to show the utility of the proposed scheme, the authors introduce formal
proofs which verify the correctness of some security attributes.

The work presented in [Huang, 2016] tackles the verification problem of Vehicular
Cloud Computing systems. It presents an algorithm which aims to select reliable vehicles
in order to set up the temporary vehicular Cloud. Based on this algorithm, the Cloud user
can effectively locate certain vehicles that respond to their requirements while reducing
the privacy revelation of location. He can also check the correctness of computation
while ensuring the privacy of the outsourced data.

Zhang et al. [Zhang, 2017] introduce a framework for the optimal allocation of
resources among Fog nodes to IoT users . To do so, they develop a stakelberg game
algorithm to ensure the interaction between data service subscribers and data service
operator. In addition, they present hand-written proofs to verify some properties related
to this interaction.

According to the surveyed approaches based on handwritten proofs, we illustrate
in Table 2 a comparison of the selected studies based on some criteria, including the
verified properties, and the application domain. In addition, we indicate whether the
authors have considered only Cloud environment or a collaboration between Cloud and
Fog computing.

References Verified Application Cloud/Fog
properties |domains
[Huang, 2016] Security Transportation Cloud
[Kumari, 2017] Security Biometrics-based |Cloud
authentication
scheme
[Du, 2017] Resource Real-time applica{Cloud
allocation  [tions
[Zhang, 2017] Resource IoT Cloud +Fog
allocation
[Shah-Mansouri, 2018] |Resource IoT Cloud +Fog
allocation

Table 2: Comparison of handwritten proofs-based approaches
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3.2 Model checking-based verification approaches

Model checking is one of the most promising verification methods which provides a
platform for evaluating and proving the correctness of hardware and software systems.
It relies on automated techniques that can perform fast evaluation. Figure 3 illustrates
the main idea of the model checking method. The latter exhaustively explores every
possible system behavior, to check automatically whether the specification is satisfied.
In addition, this method consists in producing a counter-example for each not satisfied

property.

Model of a system Properties II

Model checker

Modify

Not satisfied + Satisfied
Counter- example

Figure 3: The principle of model checking

We distinguish different model checking based languages such as Timed automata
[Alur & Dill, 1994] and Petri Nets [Billington, 2003]. This subsection reviews the model
checking approaches focusing on the verification of Cloud and Fog computing systems.
After that, a comparison of these approaches based on some criteria is presented.

The work presented in [BenHalima, 2016] introduces a formal approach which
describes the pricing models and time dimension of Cloud resources. This approach also
ensures a consistent allocation of Cloud resources while taking into account the temporal
constraints of activities. The authors identify four classes of temporal properties: (1)
duration constraints of each activity, (2) temporal dependency between two activities,
(3) absolute temporal constraints of activities, and (4) temporal availability of Cloud
resources based on the pricing models. They present a mapping step which consists in
assigning the strategies of Cloud-pricing into Timed automata. In order to validate the
allocation and the defined requirements, they use the UPPAAL [Behrmann, 2004] model
checker to verify whether the temporal constraints of resources satisfy those of activities.

In [BenHalima, 2018], the same authors extend BPMN’ modeling language to support
the specification of Cloud resources and the pricing strategies used by Cloud providers.
Next, they implement some mapping rules which generate automatically timed automata
from BPMN models. The generated models are the input of UPPAAL to verify the
assignment between the temporal constraints of activities and Cloud resources. The
contribution of this work is added as an Eclipse® plugin.

7 http://www.bpmn.org/
8 https://www.eclipse.org/
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Another recent approach is proposed by Cheikhrouhou et al. [Cheikhrouhou, 2019]. It
consists in formally specifying, verifying, and deploying time-aware business processes
in a mono-Cloud and multi-Fog context. The studied business processes are limited
by time constraints whose satisfaction requires placing their activities and data in the
adequate hosts, whether Cloud, Fog, or either.

In another proposal, Keshanchi et al. [Keshanchi, 2017] introduce an improved
genetic algorithm for task scheduling in Cloud environment. This algorithm consists
in initializing the population. Next, the assignment of tasks to resources is performed
and the fitness value of each chromosome is determined. The elitism selection policy
is used to select the best chromosome at each iteration. To analyze the correctness of
the algorithm, a behavioural model is proposed and verified using PAT® and NuSMV
[Cimatti, 2000] model checkers. The verification results of theses tools are compared in
terms of the verified properties.

In [Mohamed, 2015], the authors propose an automatic model for the management
of Cloud resources. To do so, they extend the Open Cloud Computing Interface [Metsch,
2010] for describing this model. In addition, a formal approach for the elasticity of
business processes is presented. In order to demonstrate the efficiency of this approach,
realistic scenarios of Cloud environment are introduced.

Etchevers et al. [Etchevers, 2017] introduce a self-deployment protocol for running
various virtual machines (VMs) in the Cloud. This protocol includes a platform which
facilitates the interaction between users ans [aaS based applications. It can also detect
network and VMs failures and handle them. In order to evaluate the correctness of the
proposed protocol, the authors use LOTOS [Champelovier, 2011] specification language.
They are interested in verifying some properties which must be satisfied in the design
phase and during the protocol execution.

Another trend [Puthal, 2018] aims at proposing a new load balancing architecture
which consists of two main parts. The first one aims to ensure secure authentication of Fog
datacenters before task allocation. The second part focuses on getting load information.
In order to ensure the correctness of the proposed solution, they present a formal security
model proved using Scyther tool'? which adopts Security Protocol Description Language
(SPDL). In this model, they define two roles which are intended to the authentication
initiator and the authentication destination.

In another proposal [Ouchani, 2018], the author proposes a security analysis method-
ology to verify security and functional properties of IoT systems. To prove the functional
correctness of these systems, five steps are developed. These steps consists in defining the
IoT components and formalizing the system architecture. After that, the [oT requirements
are expressed in probabilistic computation tree logic (PCTL) and the IoT model is given
as input of PRISM language. Finally, PRISM verifies the correctness of the requirements
on the IoT model.

Furthermore, in [Zahra, 2017], the authors deal with the security issues encountered
when outsourcing data from the Fog client to the Fog node. They propose a control
algorithm which ensures a secure communication between client and node. This algorithm
is based on Shibboleth protocol which guarantees user’s privacy and authentication. To
prove the correctness of the proposed algorithm, the authors formally verify some basic
security properties using High Level Petri Nets (HLPN) [Jensen, 1983] and Z3 solver
[de Moura, 2008]. They adopt the deductive verification which is one of the most rigorous
techniques to ensure software satisfies its requirements.

% http://pat.sce.ntu.edu.sg/
10 https://people.cispa.io/cas.cremers/scyther/
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In [Toor, 2019], an energy-aware scheme is introduced for Fog-IoT environments. It
consists in modifying the devices speed based on dynamic frequency scaling to overcome
energy consumption. The correctness of the proposed scheme is formally verified through
UPPAAL tool while adopting Blockchain technology to secure transactions. Some safety
properties related to the weather and battery behaviours are considered.

Zitouni et al. [Zitouni, 2019] introduce an architecture to control the urban traffic
light. Their main purpose is to use loT platform to interconnect traffic lights and street’in-
frastructures. In order to prevent inconsistent cases, the authors specify and verify the
traffic light states using timed automata. They guarantee that the change of lights’ colors
is based on the arrival of new priority vehicle.

In [Jung, 2015], the authors propose an integration platform which consists of a
wireless body area network and Cloud Computing. This platform relies on a transmission
control protocol which ensures the communication between network devices. A formal
model based on timed automata is developed to ensure the construction of efficient
networks. In fact, it enables the verification of some specification properties (such as the
timing parameters of nodes, network connectivity, and the absence of deadlock) and the
localization of any fault in the protocol design.

Authors in [Kochovski, 2019] present a decision making method which ensures
the placement of databases deployed in a Cloud-Fog environment. This method uses
stochastic Markov models (MDP) to provide a formal guarantee to software engineers.
A nel\lzv orchestration approach is introduced to automate the whole process using PRISM
tool™".

Sahli et al. [Sahli, 2017] address the behavioural and structural aspects of elastic
systems based on Cloud Computing. These aspects increase the difficulty of modeling
and implementing such systems. In order to handle this problem, the authors propose a
formal model based on Bigraphical Reactive Systems (BRS) [Milner, 2001] and using
BigMC tool [Perrone, 2012]. Particularly, they use bigraphical reaction rules to describe
the behaviour of Cloud-based elastic systems in terms of client/application interactions
and elasticity strategies. An example running on the top of Amazon Elastic Compute
Cloud [Varia, 2014] infrastructure is presented to demonstrate the performance of the
proposed approach.

In [Bouanaka, 2019], Bouanaka et al. propose a formal model for specifying cloud
systems structure and its dynamics in terms of quality driven elasticity strategies. This
model aims at resolving the non-determinism problem that can take place while selecting
the elasticity policy. This is achieved by quantifying the elasticity strategies cost and
resource usage to have a fully-probabilistic model that associates a cost attribute to each
resource.

In [Khebbeb, 2020b], Khebbed et al. introduce a new formal model to verify Cloud-
Fog self-adaptation that aims et achieving a trade-off between low latency and resources
quantity. This model consists in modeling Cloud and Fog layers to identify the required
adaptation actions. Also, an orchestrator is used to decide which action must be triggered
to adapt Cloud and/or Fog layers.

The recent work of Khebbeb et al. [Khebbeb, 2020a] consists in proposing a formal
approach based on BRS to specify the elastic behaviours of Cloud systems. It focuses
on application and infrastructure Cloud layers to handle resources provisioning and
deprovisioning. In addition, various strategies that enable horizontal and vertical scale
are introduced and verified.

According to the reviewed approaches based on the model checking method, we

11 swww.prismmodelchecker.org
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present in Table 3 their comparison in terms of some metrics. These metrics include the
formal modeling language, verification tool, verified properties, application domain, and
execution environment.

3.3 Theorem proving-based verification approaches

Theorem proving is a powerful correctness method that is based on mathematical logic.
It can deal with complex formalisms and ensure the correctness of properties which
contain assumptions and fundamental theory. In Figure 4, we present the main idea of
the theorem proving method. The latter consists in expressing the system behavior as
mathematical formulas and generating a set of proof obligations using a proof assistant.
These proof obligations can be proved automatically or semi-automatically with human
interaction. If a proof obligation cannot be verified, it is essential to modify the formal
specification.

Formal specification ‘ Properties II

‘ Proof assistant ‘

l

Generation of
Modify proof obligations

Verification of
proof obligations

M

Not verified Verified

Figure 4: The principle of theorem proving

The most popular formal methods based on the theorem proving are Coq'3, Z [Spivey,
1992], and Event-B [Abrial, 2010]. In this subsection, we review the selected approaches
which have adopted theorem proving for ensuring the correctness of Cloud and Fog
computing systems. These papers are based on deductive verification technique that
consists in carrying out derivations and establishing a rigorous mathematical proof that
a given program meets its specification. A comparison of the presented approaches is
illustrated in Table 4.

Boubakar el al. [Boubaker, 2016] introduce a formal model for verifying the correct-
ness of Cloud resources assignment using the Event-B method. This model specifies
some properties related to the resource requirements both at design time and at runtime.
In addition, the authors define the different states of a resource instance during its life
cycle. They use a real scenario of a business process from France Telecom/Orange labs
to illustrate their approach. The presented scenario is a supervision process which deals

12 http://www.tcs.hut.fi/Software/maria/index.en.html
13 https://coq.inria.fr/
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Modeling |Verification |Verified Application  [Cloud
References languages |Tools properties |domains Fog
Resource  [Business
[Mohamed, 2015] |HLPN SNAKES allocation  |process Cloud
- Deadlock+
[Jung, 2015] ;r]rtrcl);(qiata UPPAAL Network Healthcare Cloud
v connectivity ]
[Zeng, 2016] Petrinets  |Maria'? Security r_]?rl(l)sclgsess 5 Cloud
[Berrima, 2017] égllz lliﬁ?s P ProVerif Security Data storage  |Cloud
- Petri  nets Resource Business
[Keshanchi, 2017] iy, NuSMVHPAT | jiocation  |Process Cloud
[Zahra, 2017] HLPN 73 solver Security IoT %—Cl;ggd
[Etchevers, 2017] |[LOTOS CADP Safety Data storage  [Cloud
- . Resource Business
[Sahli, 2017] BRS BigMC allocation  |process Cloud
Temporal
. Timed roperties |Business
[BenHalima, 2018] | /o= [UPPAAL fRe%ource process Cloud
allocation
[Puthal, 2018]  |SPDL Scyther Security  |IoT fFlg‘gld
. Security Cloud
[Ouchani, 2018] |PCTL PRISM | Safety IoT +Fog
[Moudjari, 2018] [BRS BigMC Elasticity  [Transportation |[Cloud
BRS Elasticity
[Khebbeb, 2018] fMaude BigMC +Resource - Cloud
allocation
[Bouanaka, 2018] |PSMaude |PCTL Elasticity g/%?é‘gg Cloud
- Resource Cloud
[Kochovski, 2019] [MDP PRISM allocation  |10T +Fog
[Zitouni, 2019] g&%ﬁata UPPAAL Deadlock  |Transportation Eéggd
[Toor, 2019] Timed — |UPPAAL [safety Smart cities EFlg‘gld
Elasticity .
+
[Bouanaka, 2019] |PSMaude ~ |[PSMaude ~[thesource Ey"s‘gegg Cloud
+Mobility
- Resource
Timed Com- : .
h allocation  |Real time
[Latreche, 2019] | Maude El)";léeelti?(;l;lc +Temporal |applications Cloud
properties ]
[Bouheroum, 2019]|BRS BigraphER  |Security gﬁgi‘;}%gﬁ? Re-fﬁggd
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Table 3: Comparison of model checking approaches
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with complaints signals raised by a customer. The activities of this process need three
types of Cloud resources (compute, network, and storage).

In the same context, Graiet et al. [Graiet, 2017] extend the formal model already proposed
to check the behavioural inconsistencies that may occur during execution thanks to the
concept of events in Event-B. In fact, events can specify runtime behaviour of the activity
execution while consuming a Cloud resource. A case study from an industrial partner is
used to demonstrate the feasibility of the the proposed approach.

The contribution of the approach cited in [Lahouij, 2018] ensures the correctness of
Cloud composite services. It aims to avoid incorrect composition behaviour and unnec-
essary execution for an erroneous composition. The formalization of the proposed model
is developed using the Event-B formal method. Two abstraction levels are presented.
The first one specifies the behaviour of Cloud composite services and the second level
aims to verify the resource allocation. The correctness of the proposed formalization is
verified by means of proof obligations and Prob tool [Leuschel, 2008] which is integrated
in the Rodin platform [Abrial, 2010a].

Another attempt to guarantee the correctness of Cloud resource allocation is described
by Fakhfakh et al. [Fakhfakh, 2018]. It introduces a formal model using the Event-B
method. This model is based on the refinement technique to check the correctness of
resources behaviour for dynamic Workflow applications. This model takes into account
the shareability property which consists in assigning a resource to more than one task
instance. In order to respond to the requirements of dynamic Workflows at runtime, they
specify the elasticity property of resources and the life cycle of a resource instance. The
authors consider three adaptation actions which aim at inserting, deleting, and substituting
a task. In Listing 1, we present an example of four invariants specified using the Event-
B formal method. The first one (invl) introduces the variable W F_Resources that
represents the resources used to run a given workflow. This variable is a subset of RES
which defines all the available resources. In addition, the allocation dependency between
a task and its resources is formally defined through the variable AllocDep (inv2). inv3
specifies that a cloud resource can be shareable or non-shareable. Then, a new variable,
named “Shareable” is defined as a total function which determines whether the resource
is shareable or not. According to inv4, each resource assigned to many tasks is necessarily
shareable.

invl: WF_Resources C RES

inv2: AllocDep € WF_Resources — P(Tasks)

inv3: Shareable € WF_Resources - BOOL

invd: Vres-res € WF_Resources A (card(AllocDep[{res}]) > 1 = Shareable(res) = TRUE)

Listing 1: An example of Event-B code [Fakhfakh, 2018]

The contribution of Alam et al. [Alam, 2017] introduces a model which facilitates
the resource sharing amongst different tenants. It also present four algorithms which
aim at capturing the manner in which a user activates, delegates or revokes a permission.
In order to formalize these algorithms, the authors use Z language [Bowen, 1995]. The
correctness and the security of these algorithms are demonstrated thought Z3 solver'.

According to the reviewed approaches based on theorem proving method, we depict
in Table 4 a comparison of the existing studies in terms of some criteria.

14 https://github.com/Z3Prover/z3/wiki
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References Modeling [Verification [Verified Application [Cloud/Fog
languages |Tools Properties domains
[Boubaker, 2016] |[Event-B Rodin Resources Customer sig-
allocation nalization pro-
cess
[Graiet, 2017] Event-B Rodin Resource Business pro-
allocation cess
[Alam, 2017] Z Tanguage [Z3 solver Security Process of del{Cloud
egating a per-
mission
[Fakhfakh, 20I8] |Event-B Rodin Resource Business pro-
allocation cess
[Lahouiy, 20I8]  |Event-B Rodin Deadlock Service
+Resource composition
allocation

Table 4: Comparison of theorem proving approaches

4 Analytical Discussion

In this section, we present an analytical discussion related to the studied approaches of
formal verification in Cloud and Fog computing. Our discussion responds to the research
questions introduced in Section 2.

* RQ1: Which formal verification methods are typically used for Cloud and Fog
approaches ?

In order to answer RQ1, we study the distribution of formal verification methods
that are applied for Cloud and Fog approaches. We can see that most of the reviewed
articles (61%) have used the model checking method to ensure the correctness of
Cloud and Fog systems. Indeed, this method is easy for developers to understand and
it relies on automated techniques that can achieve a faster evaluation. Some papers
have adopted handwritten proofs-based method which does not require time and
effort to master a formal language. Nevertheless, it is error-prone especially in the
case of complex systems. So, it is acceptable that it has 25% usage to evaluate Cloud
and Fog approaches. In addition, we notice that only few papers (14%) have adopted
theorem proving despite the effective correctness of this method that can deal with
complex formalisms. However, it consists in using hard-proof mechanisms which
require the user’s interaction such as using proof tactics and adding invariants.

* RQ2: Which formal modeling languages are adopted to specify Cloud and Fog
systems ?

To answer to RQ2, we study the percentage of the modeling languages used to
specify Cloud and Fog computing systems. We observe that Timed automata is the
most used (15%) in model checking based approaches. It is a graph based notation
which formalizes the behavior of time-constrained systems. In addition, Event-B
is a popular modeling language that has 15% usage for theorem proving based
approaches. It makes the proofs easier through the use of the refinement technique.

* RQ3: Which verification tools are used by each solution ? To answer to RQ3, we
study the statistical percentage of the verification tools applied in this literature
review based on the studied papers. We notice that most of the existing approaches
have adopted UPPAAL (14%) and Rodin (14%) tools for the verification of Cloud
and Fog systems.
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* RQ4: Which correctness properties are verified in the Cloud and Fog Computing
approaches ?

With regard to RQ4, we analyze the repartition of the supported properties based on
the surveyed papers. We notice that the largest rate of the existing works (33%) is
interested in verifying properties related to the resource allocation. Besides, a great
attention (27%) has been given to the correctness of safety properties. Moreover,
multiple research efforts (25%) have attempted to verify security-related properties.
Also, a little consideration (8%) has been given to the temporal properties of Cloud
and Fog systems. Finally, there are only 7% of the studied publications that have
considered other properties such as deadlock and mobility.

* RQS5: What are the studied application domains addressed in the existing works ?

In order to answer RQS5, we study the distribution of the application domains in
the studied papers. We notice that Cloud and Fog Computing are increasingly used
(36%) for deploying and executing business processes. In fact, they allow companies
to optimize their processes by offering virtualized resources on demand. Then,
the execution can be performed with low operating cost and at a high level of
performance. Besides, we can see that 23% of the reviewed articles are interested
in IoT based systems which have become very useful in everyday life. Moreover,
transportation systems have been exhaustively verified (20%) in Cloud and Fog
environment. Indeed, these systems have improved the efficiency of road safety as
well as the comfort of both passengers and drivers. Some research efforts attempt
to verify data storage systems (5%) and real time applications (2%) using formal
methods. Finally, the healthcare and smart city domains are not well addressed in
the literature despite their importance for the human life.

5 Open issues

Studies show that Fog computing has been more efficient than Cloud computing in the
deployment of smart devices and the scheduling of IoT systems which require real-time
services. Indeed, Fog computing acts as an intermediate layer between Cloud and client
layers to decrease the delay of processing and communication times, as well as the
financial cost. As mentioned in [Mahmud, 2018], Fog computing has become one of
the major research domain in academia and business perspectives. It has the potential
to be adopted in any application that is latency sensitive, such as healthcare, Vehicular
Ad-hoc NETworks (VANETS), and smart cities. In this section, we identify the main
formal verification subjects in Fog computing that have not been well addressed in the
literature to pave the way for future studies as new challenges:

» Resource allocation is one of the major challenge to the adoption of Cloud and
Fog Computing. Unlike Cloud resources, Fog devices are highly dynamic and
geographically distributed which makes the problem quite difficult. In the literature,
several researches have attempted to address the resource allocation problem in Cloud
environments. Different assumptions have been considered and various optimisation
strategies have been proposed to have an efficient service allocation. These strategies
intended for Cloud computing have to be adapted to Fog computing. In addition,
several pricing strategies have been adopted by Cloud providers. However, there is
a lack of pricing strategies for Fog based services and users encounter difficulty in
identifying the appropriate providers. So, the adoption of a proper pricing strategy
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will be a promising contribution in the domain of Fog computing. In this context, it is
important to notice that without verification, the performance of resource allocation
algorithms can not be ensured and can not be adopted with confidence especially for
real time systems.

IoT-based healthcare systems provide remote monitoring services and enhance the
quality of care. The IoT generates huge amounts of data that require massive storage
and computing resources. Cloud computing has been widely adopted to handle these
challenges since it provides a low cost deployment, scalable resource allocation, and
huge storage capacities. However, it cannot be considered as an efficient solution
for healthcare systems which need real-time response in emergency situations. In
this context, Fog computing has been introduced as an efficient technology to gather
information very quickly and send response in time. Nowadays, there is a significant
number of papers that use Fog computing in healthcare systems [Kraemer, 2017]
[Kumari, 2018]. Little effort is spent to verify correctness of healthcare systems in
Cloud environment. Nevertheless, the formal verification of Fog based solutions for
healthcare is an essential issue that has to be considered before their implementation.

Smart city is a new trend that is developed due the rapid growth of IoT. It aims to
make life more comfortable by providing various services enabling the monitoring
and the management of remote devices. The Fog Computing architecture has several
benefits over the Cloud architecture for the control of smart city and the support
of real time interactions. The evaluation of smart cities is a challengeable task for
ensuring the correctness of their behaviours using formal methods. Several attempts
have adopted Cloud and Fog computing for smart cities. However, only few ones
addressed the verification of functional and non-functional properties related to these
applications.

Similar to Cloud computing but with different characteristics, Fog computing de-
vices face serious security problems that have drawn the attention of the research
community [Al-Noman Patwary, 2020][Zhang, 2018]. In fact, they are compromised
by several attacks that can perform malicious tasks. Security solutions for Cloud
cannot directly applied to Fog due to its heterogeneity, mobility, and distribution.
Blockchain has been introduced as a promising technology to build a secure in-
frastructure in Fog [Islam, 2019]. It can be used to ensure the authentication and
reputation of IoT devices and Fog nodes. The integration of Blockchain and Fog
Computing has been recently explored in the literature. However, the literature still
lacks an effective solution to verify the correctness of Blockchain based solutions.

Conclusion

In this paper, we addressed the correctness problem of Cloud and Fog systems using
formal methods. To this aim, we conducted a systematic literature review based on a set
of research studies in this field. For each surveyed paper, we extracted the verification
method, the modeling language, the verification tool, and the supported properties. In
addition, we identified the application domains of the verification approaches. Further-
more, we presented a critical comparison of the reviewed works. Finally, we emphasized
a set of research challenges that can significantly improve the existing works.

This paper could be improved by giving some hints for solving the existing problems for
each studied research work. Furthermore, these works could be assessed by (i) applying
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metric based indicators for evaluation such as the existence, richness, size and diversity
of data sets used for evaluation and the satisfaction level of both functional and non-
functional properties such as QoS factors and (ii) qualitative metrics such as effectiveness
(i.e., simplicity and accuracy), efficiency (i.e., time taken and features coverage). Further-
more, it could be better to enrich this Cloud/Fog landscape with Blockchain technology
since these latters can work hand in hand and give promises to innovate decentralised
systems.
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